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The problem

• We would like to measure unlinkability of 
items in a privacy setting.

• Items are unlinkable when an adversary 
cannot say which of them belong together.

• The adversary knows the items.
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Adversary’s task
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Some distance measures
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Some distance measures

1

2
3 10

98

7 65

4

1

2

3 10
98

7 65

4

Calculator

Real World Adversary’s guess

MTD = 3

Rand Index = 0.6

VOI = 1.2

13



Some distance measures
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Real World Adversary’s guess
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Rephrasing the question

“How well is Alice’s cluster of items
hidden

within the adversarial partition?”
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“How well is Alice’s cluster of items
hidden

within the adversarial partition?”

Alice has preferences and sensitivities.

• Privacy threshold (% of items linked)
• Linking vs. contamination
• Relative sensitivity of items

Rephrasing the question
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Our idea
• For each user, draw a picture that depicts 

the user’s personal situation.
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Overall Linkability
• Overlays individual graphs

• Draws the average of each 
data point.

• Individual sensitivities are 
respected
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Evaluation

• Does our overall “linkability risk” measure 
behave intuitively? 

• We did the following experiment:
– Generate random partition P of 200 elements

– Start (many) random walks of different lengths 
from P; 

– Each random walk ends up in another partition

– Plot the Variation of Information distance vs. our 
risk measure Δ
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Results

α = 3/4

α = 1/4

α = 1/2

n=200;       privacy threshold β = 80%; 

RISK
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Variation of Information (bits)

RISK

Results
n=200;      α = 3/4; 

β = 60%

β = 95%

β = 80%
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Conclusions

• We introduced a ‘linkability risk’ measure that

– operates on the subject level

– lets evaluator specify

• sensitivity of individual elements (or element types)

• importance of linking vs. contamination (purity) effect

• privacy threshold

– is easily visualisable and hence intuitive

– is consistent with real metrics over the solution space

– provides natural ways to evaluate fairness

39



Outlook

• Make measure more sensitive to ‘contamination 
quality’.

• Use our measure in practice, e.g. for evaluating 
attacks

• Can it be used to deliver feedback to end users?

40



Thanks for listening!

Qs?
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n=200;      α = 3/4; β = 80%

Results

Random partition

Partition of singletons

44



Some unlinkability measures
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